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Celebrity Disinformation Victims Have Panoply Of Remedies
By Matthew Ferraro and Louis Tompros (September 29, 2020, 4:05 PM EDT)

Last month, the tea party-affiliated political group FreedomWorks sought to drive social
media users to a website peddling unsubstantiated fears of mail-in voting.

 
To lend an air of authenticity to its message, FreedomWorks posted a photograph of
National Basketball Association superstar LeBron James. FreedomWorks included a
misleading quote from James that suggested that when he condemned polling place
closures as "systemic racism and oppression," he opposed mail-in voting.[1]

 
Before the page was shuttered, James took to Twitter to criticize the misappropriation of
his image. "Nobody should be able to use my name (or anyone else['s] name) to lie and
deceive about the election," he tweeted. Although he was "[n]ot sure what we can do
legally," he was "definitely trying to figure it out!"[2]

 
James isn't the only celebrity plagued by the false use of his image. Deepfake
pornography — when artificial intelligence is used to superimpose a nonconsenting
celebrity's face onto the nude body of a pornographic performer — is becoming
commonplace on mainstream, advertiser-supported websites.

 
According to one report, up to 1,000 sexually explicit deepfake videos are being added to
pornographic websites every month.[3] While many of those videos are today of famous
actors, almost always women, the technology poses a threat to the privacy and dignity of
anyone who has ever been photographed.

 
The good news for James — and all of us — is that U.S. laws do offer protection to victims
of such abuses. Here are some options someone in a similar position can consider.

 
Intellectual Property Law

 
All visual works are, by default, protected by copyright. The person who created them has the right to control
their use. And no matter how viral an image becomes, a visual work does not fall into the public domain.
Recently, in Furie v. Infowars LLC, a case our firm handled for artist Matt Furie, media platform Infowars
unsuccessfully argued that because Furie's famous Pepe the Frog character had become a meme, it had entered
the public domain, and thus was outside of Furie's copyright control.[4]

 
The U.S. District Court for the Central District of California rejected that argument, holding that the supposed
memification of an image or character does not destroy or diminish the original author's copyright interest.[5]
The fact that a character, an image, a photograph or a famous face is popular doesn't make it public domain.

 
Copyright can also be used to battle manipulated or deepfake media under the Digital Millennium Copyright Act,
which requires social media companies to remove posts that infringe on intellectual property.

 
For example, in 2019, anti-advertising activists uploaded to a social media platform a manipulated deepfake
video of Kim Kardashian West appearing to say things she never said. Vogue magazine had posted the original
video on which the deepfake was based a few weeks earlier, and on that basis, Vogue's publisher Condé Nast
was able to lodge a copyright complaint on the manipulated video and have it taken down.[6]

 
Similarly, had FreedomWorks misappropriated a promotional photograph of James that had been taken by the LA
Lakers, the team may have had a copyright claim against the misappropriator based on the misuse of that
particular photo. The team could also have sought to take down that photo from social media platforms under
the DMCA.
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False Light

Many states, including California, recognize legal claims of false light, where a person can bring a claim when
something highly offensive is falsely implied to be true about them.[7] The classic mid-20th century case in
California concerned a couple whose photo appeared in the Ladies' Home Journal above a caption about the
"wrong kind of love."[8] The couple won the case by showing the magazine created a mistaken impression of
them. 

More recently, in 1999, "Baywatch" actor Jose Solano Jr. brought a successful false light claim against Playgirl
magazine after the magazine published his bare-chested photo on the cover with headlines that created the false
impression that nude photos of the actor appeared inside. Solano claimed to have been humiliated and
embarrassed by the implication that he had posed naked and had suffered a decline in job offers and invitations
to charity events and social contacts.[9]

The same analysis could well govern claims involving a victim's face that was manipulated by AI to create
explicit content — creating an insinuation that the victim created the pornographic content, which would be
"unquestionably degrading to a normal person."[10]

Right of Publicity

In California, the statutory right of publicity protects a person's right in his or her name, voice, signature,
photograph and likeness from being used without one's consent for advertising and commercial purposes.[11] 

For example, in August 2019, in Kimsaprincess Inc. v. Missguided USA Finance Inc., Kim Kardashian West won a
multimillion-dollar default judgment in the Central District of California against an online clothing retailer named
Misguided, which allegedly used her persona and likeness to sell its wares, in part by tagging her Instagram
account and linking to its website.[12]

West brought claims under California's statutory and common law rights to publicity, among others, and alleged
that Misguided willfully and without authorization used her likeness "for commercial purposes, to advertise the
Misguided brand and website, and to promote the sale of clothing" on its site.[13]

Because the internet does not obey international borders, and misappropriated likenesses may be posted by
defendants overseas, it is notable that the court granted the judgment against both Misguided's U.S. entity and
its British corporation, Misguided UK, and enjoined them both from using West's trademarks in connection with
sale, marketing or distribution of its products once West showed that Misguided UK had been properly served
with process under U.K. law.[14]

Likewise, if FreedomWorks had gained a commercial benefit from James' quotes and likeness — perhaps by
driving visitors to a website that sold mail-ballot-skeptical t-shirts — he may have had a claim under this theory.
Similar arguments may work against websites whether domestic or abroad that use a person's likeness, like in
manufactured pornographic imagery, to drive advertising revenue.

Defamation

It is illegal in California to defame someone, which means to negligently publish a false statement of fact that
causes damages and is not privileged by, say, being part of a government report.[15] Successful defamation
claims have been brought by the famous and the ordinary. 

Again, West's experience provides an illustrative case. In 2016, in Kim Kardashian West v. Mediatakeout.com
LLC, West brought a libel suit in the U.S. District Court for the Southern District of New York against a website
that published three articles that suggested she staged as a publicity stunt being the victim of a violent robbery
and assault in Paris.

She alleged that the website, MediaTakeOut.com, published articles that claimed she faked the robbery and
assault and filed a fraudulent claim with her insurance company, thus committing a federal crime.

She also alleged that the defendants acted with malice because they knew the posts were false — they cited no
credible authority and ignored her requests for retractions — but published the "blatant defamatory lies" anyway
"in an effort to commercially exploit Kardashian's valuable image for advertising or trade purposes (i.e. to drive
Website traffic)."[16]

After filing the suit, West settled with the defendant, who then posted a retraction and apology on its website.
[17] 

And in 2013, in Bently Reserve LP v. Papaliolios, a California apartment building sued a former tenant who
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posted a searing anonymous Yelp review in which he called the landlord a "sociopathic narcissist" who
"celebrates making the lives of tenants hell" and alleged that the plaintiffs sought to evict six tenants after the
tenants invested into their apartments and that the plaintiffs' activities likely contributed to the deaths of three
tenants.[18]

The California trial court denied the defendant's motion to strike the plaintiffs' defamation claim under
California's anti-strategic lawsuit against public participation, or SLAPP, statute, which is designed to provide for
early dismissal of meritless lawsuits filed against those exercising their First Amendment rights.[19]

The California Court of Appeals affirmed the lower court's ruling, allowing the defamation claim to proceed,
because "Internet commentary does not ipso facto get a free pass under defamation law."[20] The defendant's
post was susceptible of being read to contain provably false assertions of fact, not mere opinion, and the
plaintiffs submitted sufficient evidence to meet a minimal showing of a probability of prevailing on at least some
aspect of their libel claim.[21]

Intentional Infliction of Emotional Distress 

A victim can successfully sue for the intentional infliction of emotional distress in California when someone
intentionally or with reckless disregard inflicts emotional distress on a plaintiff through outrageous conduct. The
victim does not need to show physical injury. It is sufficient for the victim to suffer severe emotional distress,
like shame, humiliation or embarrassment.[22]

This claim may be particularly appropriate for victims of deepfake pornography, where manufactured sexually
explicit content causes them significant emotional distress. That's not hard to imagine happening, in part
because courts have long held that the internet posting of private sex videos without the consent of a depicted
person constitutes the intentional infliction of emotional distress.

For example, in one 2015 case, a woman prevailed on an international infliction of emotional distress claim
against a former boyfriend who, without her knowledge or consent, published a private sex video of her to a
pornographic website, listed her maiden and married names, and tagged the video as "amateur / ex-girlfriend."
[23] 

California's Revenge Porn Law  

California in 2013 made it a crime to disseminate revenge porn — a short-hand term for sexually explicit images
of a person posted on the internet, typically by a former sexual partner, without the consent of the subject.
California requires the perpetrator to "know or should know that distribution of the image will cause serious
emotional distress" to the victim and requires the victim to suffer such distress.[24]

For example, the first person convicted under the statute had posted a topless photograph of his ex-girlfriend on
her employer's social media page with messages calling her names and for her to be fired.[25] This law
addresses true content — explicit material made in private disseminated without the consent of one party — and
not images manipulated to look like pornography, but it provides another potential avenue for those who are
victimized by the nonconsensual use of their images online.

California's Deepfake Porn Law

In October 2019, California became the first state in the nation to adopt a law that allows a victim of
nonconsensual deepfake pornography to sue anyone who intentionally distributes it, under certain conditions and
with a few exceptions. It doesn't matter if there is a disclaimer on the imagery acknowledging that it is fake or
unauthorized.[26]

Celebrity groups like the Screen Actors Guild-American Federation of Television and Radio Artists strongly
supported passage of the law, which provides for the recovery of statutory and punitive damages as well as
attorney fees.[27] While there is no case law yet on this new statute, it is a potential weapon against the mass
of deepfake pornography that increases online every month.

This is not an exhaustive list of the tools victims of disinformation have to vindicate their rights.[28] And while
the specifics of any case will dictate the proper approach, innovative attorneys should be able to help anyone —
whether or not they are sports royalty — protect themselves in our new information age.

Matthew F. Ferraro is counsel at WilmerHale and a visiting fellow at the National Security Institute at George
Mason Law School.
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